CONG TY CO PHAN CANG SAI GON CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tu do - Hanh phic

TP. Ho Chi Minh, ngay 04 thang 06 ndm 2026

THU MOI QUAN TAM
Kinh giri: Quy nha cung cap.

Hién nay, Cong ty Co phan Cang Sai Gon dang c6 nhu cau thuc hién goi Trang bi
tuong lra Firewall tai Cang Sai Gon, cu thé nhu sau:

1. Danh muc vit t yéu ciu va hang muc thyc hién

STT Néi dung Pon vi | S6 Lwong | Ghi chi

1 Thiét bi phan cing Firewall (HW | Bo 02
Appliance) gom: 8 cong GE + 2 cong SFP
+ 2 cong SFP+, 1 khe mé rong cho module
Flexi Port tuy chon, SSD + License co ban
(bao gdm Firmware, VPN va Wireless) cho
s6 lwong nguoi dung khong gidi han

) Dich vu bao vé Xstream Proteqtion dam
bao hai Firewall hoat dong & ché do High
Availability (HA) v6i céac tinh nang:

e License co ban: Networking,
wireless, kién trac Xstream, VPN
truy cép tur xa khong gidgi han, VPN
site-to-site, bao cao

e Bado vé mang: Cong ngh¢ Xstream
TLS va DPI engine, IPS, ATP,
Security Heartbeat, quan 1y SD-
RED, bao cao

e Bdio v¢ Web: Cong nghé Xstream
TLS va DPI engine, bao mat &
kiém soat web, kiém soat ung dung,
bao cao

e Bao v€ Zero-Day: Phan tich file
bang Machine Learning va
Sandboxing, b4o cdo

e Diéu phdi tap trung: Piéu phdi VPN
SD-WAN, bdo cédo nang cao
Central Firewall (Iuu 30 ngdy), san
sang cho MTR/XDR




e HO tro nang cao: HO tro 24/7, cap
nhat tinh ning, bao hanh thay thé
phan cting ning cao trong thoi han
subscription

3 Ban quyén dich vy tir goi Enhanced lén
Enhanced Plus Subscription: ning cép hd
trg VIP, bao hanh phan ctmg cho thiét bi
mo rong (add-ons)

Piéu kién tién quyét:
Toan b ho so chio gia phai dat 100% cac diéu kién tién quyét sau day, néu
khong dat sé bi loai va khong dwgc xem xét cac bude tiep theo (gia chao, cac diéu

kién khac...)
STT Noi dung Yéu ciu Diéu kién
1 Hang san xuat Sophos Tién quyét
A 1o A Phai d4p ung hoan toan cac yéu cau ky | ... %
2 Chi tidu ky thuat thuat trong hd so mdi chio gia nay Tien quyet
3 Cam két cung cap | Co Tién quyét
Thu hd tro chinh | -, A 2
4 hing Co Tién quyét
Bao hanh va hd tro - A £
T >
5 k§ thuat > 01 nam Tién quyet
Thoi  gian  giao | _ A A %
6 hang va lép dat <4 tuan Tién quyét
Yéu ciu k§y thuit: thiét bi chao thau phai dap tng 100% cac tiéu chi sau:
STT Yéu ciu k§ thuat Théng s6 chi tiét
1 Théng s6 ky thuit
Thong lugng tuong lura > 58 Gbps
Thong lugng IMIX > 27 Gbps
Do tré Firewall Latency (64-byte UDP) <4 ps
Thong lugng IPS > 14 Gbps
Thong lugng Threat Protection > 10 Gbps
Thong lugng NGFW > 12,5 Gbps
S6 lugong két noi dong thoi > 13,700,000
S6 luong két nd1 moi/gidy > 257,800
Thong lugng [Psec VPN > 31,1 Gbps
S6 lugng tunnel IPsec VPN dong thoi > 6,500
S6 luong tunnel SSL VPN dong thoi > 5,000
Thong lugng Xstream SSL/TLS Inspection | > 3,13 Gbps
S6 luong két ndi dong thoi Xstream
: >
SSL/TLS = 102,400




Integrated min. 240 GB SATA-III

Tich hop 6 cing SSD 3SD
8 x GbE copper
S6 lugng cong giao tiép mang tich hop sin | 2 x SFP fiber
2 x SFP+ 10 GbE fiber
Sb lugng khe Flexi Port c6 thé mo rong > 1
S6 lugng toi da cac cong két ndi hd tro (bao P

g6m modules)

St dung kién trac Dual-Processor (CPU véi
NPU)

x86 AMD CPU/ 16 GB DDR4

Pat cac chung nhan sdn pham

Marvell NPU / 4 GB DDR4

Nguédn

Internal auto-ranging DC
100-240VAC, 3-6A@50-60 Hz
External Redundant PSU Option

Dat cac chirng nhan san pham

CB, CE, UKCA, UL, FCC, ISED,
VCCIL, KC, RCM, CCC

Tinh nang sian pham

Cung cap kién triic giup ning cao hiéu suat
bao vé va phat hién. Tang toc TLS Inspection
(TLS 1.3), Tang toc DPI engine, Network
Flow FastPath.

Co6 san

HO tro day du tinh ning SD-WAN:

- WAN link Load balancing.

- Application routing.

- Synchronized SD-WAN.

- FastPath tiang toc luu luong SD-WAN
IPSec tunnel.
Performance-based SLAs tu dong lua
chon duong WAN t6t nhét theo: jitter,
latency hodc packet loss.

Co san

Thiét bi cho phép thiét 1ap cac chinh sach
theo nguoi dung, nhdm nguoi dung, thoi gian
truy cép, 16p mang, ving mang (User, Group,
Time, Network, Zone).

Co6 san

Tich hop hé thdng chéng xam nhap thé hé
méi (Next-gen IPS) theo miu diy hiéu
(partterns); co kha nang danh gid muc do rai
ro cua nguoi dung dua theo hanh vi (User
Threat Quotient). Cong ngh¢ ngan chdn ma
doc tién tién (Advanced Threat Protection).

Co san

Thiét bi c6 kha ning chdng céac hinh thirc tin
cong DoS, DDoS, Port Scan, Ngan chan truy
cap theo vung dia ly.

Co6 san




Cong nghé dong bd bao mat — chia sé thong
tin trang thai gitta may tram (Endpoint) va
tuong lira (Firewall) dé tw dong gi6i han truy
cap d6i voi cac may nguy hai.

Co6 san

C6 kha nang tu dong ngan chan sy 1y lan ma
ddc (Lateral Movement Protection).

Co6 san

Hb tro xac thuc bang nhiéu phwong thuc,
nhu: Synchronized User ID; Active
Directory; eDirectory; Radius; Tacacs+;
LDAP.

Phai co

Cong nghé Synchronized Application
Control, c6 kha nang tu dong nhan dang,
phan loai va kiém soét tat ca ung dung (ké ca
mg dung chua biét).

Co6 san

HO tro cic giao thirc VPN Site-to-site: IPsec,
SSL, RED VPN.

Phai co

H) tro cac giao thic VPN Remote Access:
IPSec, SSL, PPTP, L2TP,
iPhone/iPad/Cisco/Android VPN  client,
Clientless VPN HTMLS.

Phai co

Ho tro quét mi doc trén cac giao thirc:
HTTP/S, FTP va web-based email. St dung
doc 1ap 2 Engines quét ma ddc Dual-Scaning.

Phai co

HO tro day du chitc nang bao vé, kiém soat
Web va ung dung.

Phai co

Chic nang DNS Protection giup bao vé,
ngan chan viéc truy cdp vao cac dia chi
web/url dc hai khi phan giai DNS va kiém
soat tuan thu dé chin cac trang web theo danh
muc.

Phai c6

Chtrc nang cho phép Firewall ty dong gidm
sat va ngan chan cac ma doc duoc phat hién
bdi cac ngudn cung cap dit liéu duoc cong bd
tr cac chuyén gia, MDR/XDR, SOC
Analysis va ca third-party.

Phai co

Ngin chin mi doc va tin cong Zero-day:

- Sir dung Dynamic Sandbox dé kiém tra
cac tap tin thyc thi va cac tai liéu c6 chua
ndi dung thuc thi

- Sir dung may hoc véi Deep learning dé
quét lai tat ca cac tap tin bi loai bo.

- C6 kha ning phat hién hanh vi 1an tranh
Sandbox.

Phai co




Ngan chan cac hinh thirc khai thac (Exploit
prevention) va ma doc tong tién
(Ransomware).

Tich hop su kiém tra va tuong quan vdi co
80 dir licu lon vé Threat Intelligence. Cung
cap giao dién va ket qua chi tiét vé két qua
phan thh vé cac mdi nguy hai.

Phai co

Cung cap Trung tAm diéu phdi hd tro viec két
noi1 Site-to-site VPN cho da chi nhanh duoc Phai co
tu dong dé dang va don gian hon.

Quan ly thong qua giao dién Web GUI, CLI
hodc quan ly tap trung nhiéu thiét bi qua Phai co
Cloud Management.

HO0 trg ghi nhan day du log, bao céo tai thiét
bi va trén Central Cloud-based. Ho trg bao
cdo chi tiét theo nhiéu tiéu chuan Phai c6
(Compliance reports): HIPAA, GLBA, SOX,
FISMA, PCI, NERC CIP v3, CIPA.

Enhanced to Enhanced Plus upgrade
Subscription

Dich vu hd tro k¥ thuat 24x7, cip nhat va
nang cap tinh nang, mau dau hi¢u, bao hanh Phai c6
va thay thé thiét bi to1 thi€u 1 nam.

Céc tinh ning phan mém duy tri t6i thiéu 1

- Phai co
nam.

2. Thong tin yéu ciu cung cip khi thuc hién chao gia
- Bao gid bao gém dﬁy du cac hang muc, ndi dung chi tiét theo yéu cau tai Muc 1,
- Gia chao phai thé hién rd cac loai thué, phi, 18 phi (néu co);

- Gi4 chao phai bao gdm day du cong tac ban giao, lap dit, cai dat, dua vao van hanh
va bao hanh tai noi st dung;

- Hiéu luc bao gia: 30 ngay ké tir ngay ky bao gia.
3. Thuc hién ngp bao gia

a. HO so chao gia

Bang gdc hd so chao gia ciia Quy cong ty gui ndp phai dugc ky tén, dong dau Cong
ty. Truong hop iy quyén thi kém theo gidy uy quyén.

b. Hinh thic o hd so

Vui long giri HO so chao gia trong phong bi dan kin, niém phong voi ghi chi
trén phong bi, gui den Cong ty Co phan Cang Sai Gon bang hinh thirc giri qua buu
dién hodc gui truc tiép bao gia dén thong tin dia chi nhu sau:




bia chi nhan bao gia:
Cong ty C6 phan Cang Sai Gon - Phong Cong nghé Théng tin
Lau 3, 3 Nguyén Tat Thanh, Phuong Xém Chiéu, Tp. H5 Chi Minh.

. Thoi han nhan hd so

Han chét nhan hd so chao gia: trwéde Lic 11 gio 00 ngay 12 thang 06 nim 2026

. Théng tin lién hé hd trg: Phong CNTT - Lau 3, Toa nha Cang Sai Gon, 3 Nguyén Tat
Thanh, Phuong X6m Chiéu, Tp. H6 Chi Minh.

R4t mong nhan dugc sy quan tim ctia Quy cong ty.

Tran trong cam on./.

Noi nhén: KT. TONG GIAM POC -

- Nhu trén;
- Luu: TCKT, CNTT.

PHO;RONG GIAM POC
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